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Quick Points

e Qverview of the current data flows

e Central Lincoln’s Net2 Deployment
— The “Why’s and How'’s”

 What problem were we attempting to solve?
* What can it do right now?

— Expandability and Flexibility
* What requirements are in the future?

— Security = Network impacts
* Looking downrange for system planning

e Questions and discussion
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Back In the Day

* Networks for a single purpose

— Layers of individual networks
e TDM-based WAN
 IBM SNA
* Windows — Print and file share

— Security was “on” the endpoints

« SCADA In 1997

— Internet Protocol as transport and client stack
— Data stream blended with other traffic
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Fast Forward

* Networks are blended
— Layers of individual applications
— Security Is at all levels
— Mixture of TDM and Packet technologies
— Differing requirements and characteristics

 New IP applications

— Internet access / Network access
— LMRoIP - VoIP — Video — Access Control
— AMI / DA /DR
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SCADA / EMS Network
Backwith
M-2001C-6E 100Mb FO
192.168.136.244 SEL27255
Unit One
MM-FO (LC-5C)
6x Cable to XFMR Cab-
128
Backwith
M-2001C-6E 100Mb FO
MM-FO (LC-SC)
—r £x Cable to XFMR Cab
105
192.168,136.243 SEL27ZSS
L——DS-1 (1.544Mbps):
Unit Two T =y EEE scronu

1 R | 192.168.136.252 192.168.136 254

MM-FO (LC-SC)
Backwith ———————6x Cable lo XFMR Cab
M-2001G-6E 100Mb FO 57"
lofE==r=
SEL27255

192.168.136.237

Unit Four 192.168.136.248 0030.a700.7620
192 168.136.249 00005400 1fe8
192 168.136.252 0064 4071330
192 168.136 253 0020 062b 9d54
192 168.136 254 000b. fda2 5h&0
192.168.136.200 0060.7800.§2d3
192.168.136.100 D060, 7800 f2cf
Beckwith 100Mb 12‘ 168.136.40 0060,7800.02f
M-2001G-6E MM-FO [LC-5C) 192.168.136.50 D060, 7800.02fa

92.168.136.10 0060, TA00.02fc

o= Sx Cable tg XFMR Cab 192166.13620  0D0.7800.02fd
192.156.136.236 SEL27258 19216813630 00507800021
Unit Five

UTC Region 9 Technical Conference -
2010



Peniral Linevir Peopfes Wity Distriet

Central Lincoln PUD — Network Engineering

UTC Region 9 Technical Conference -
2010



Peniral Linevir Peopfes Wity Distriet

Central Lincoln PUD — Network Engineering

Design Targets

v’ Security
v Resilient and available
v Compliant and auditable
v’ Flexible and usable
v’ Manageable

v Transport Layers
v Replace our SONET system
v'Modernize existing? Migrate to new system? Hybrid?

v Internet Protocol-based
v Experience model vs. manageability
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Design Targets

v Endpoints and Roles
v Video Surveillance
v Access Control and Monitoring
v Voice and Data Access to Employees
v  SmartGrid Initiative Grant (SGIG)

v Use Cases

v’ Defined and documented
v’ Standards-based

v’ Security
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Net2 Dataflows

» Distribution
Substation AUtomation
Automation 3 Voltage
Optimization

» Surveillance

Video .
* Maintenance

\

CLPUD
Network

» Workforce

» Craft Access
+ AMI Backhaul

Data

/

» Telephone
* Radio

Voice
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Dataflows

 Regional vs. End to End
— SIP, RTP, QoS - CoS - ToS, Multicast RP’s

 Layer 2 or Layer 3 application support
— Quality of Service (Qo0S)

— VLAN planning and management
— |IP Multicast is UDP versus TCP

 Network latency translates to application

latency

— Echo versus feedback
— Multicast will reduce network traffic (i.e. unicast streams)
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Coverage
Area 1 (Ch5)

&

_ Audio Coverage
Talking In Area 3
Reedsport
Listening
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_->
Network Audio
Out Duty
Coverage Dispatcher
Area 2 (CH15)
Listening Audio Crew uses “normal” radio
Out .
Florence channel, regardless of who is the
dispatcher
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IP Multicast

e Unicast versus Multicast

— One to One or One to Many
o Pay-TV or “tickers”
— TCP Unicast is Not Multicast => streams

o Key Protocols

— Internet Group Management Protocol (IGMP)
— Protocol Independent Multicast (PIM)
— Real Time Protocol (RTP)

 Class “D” addressing
— 224.0.0.0 to 239.255.255.255
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SCADA
Applications

AMI
Applications

HAN
Applications

Monitoring

CIS
Applications
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Questions?

Ron Beck
Network Engineer
Central Lincoln PUD
rbeck@cencoast.com



